URMC Account Process for Students- Updated 9-25

1. Students with active placements in ACEMAPP will follow the below account process and be provided access to eRecord. 
1. Once students are attached to an active placement in ACEMAPP (completed by school coordinator), ACEMAPP will send an email to the student indicating that they have a new profile in ACEMAPP. The students must verify their DOB and input the last 4SS# as a minimum. This step must be completed in order for an account to be created. 
1. Within 24 hours of this verification by the student in ACEMAPP, the student will receive an email with their URID. An example is listed below.
From: IdM-NoReply@ur.rochester.edu
To: (the student's external, non-UofR email address listed in ACEMAPP)
Subject:
Your Active Directory (AD) account has been created at the University of Rochester Medical Center or an affiliated hospital
Body:
Hi Bob Smith,
An account has been created for you for at the University of Rochester Medical Center and its affiliate hospitals.
To initialize the account, please take the following steps:
1. Visit the University Account Initialization page at https://myidentity.rochester.edu/newuser
1. Identify yourself by entering your URID and birth date. 

Your URID is 21234567
1. Enroll in Duo, our Two-factor authentication solution, by entering your phone number.
1. Your accounts will be displayed and you'll be prompted to enter what you'd like your initial password to be.
1. You'll be asked to login to myIdentity Self Service at https://myidentity.rochester.edu to set password recovery questions.
This email is an automated notification, which is unable to receive replies.
For any issues, please contact the ISD Helpdesk at (585) 275-3200 or isd_services@urmc.rochester.edu.
1. The student should respond to this ASAP to ensure there are no delays in getting access to eRecord. 
**Please note that if you are already an employee, you would have already initialized your account. Regardless of how many roles you hold at the organization, you only receive one URID. When you login to https://myidentity.rochester.edu/itim/self/jsp/logon/login.jsp, click change password, choose your student account and change the password. 
1. Approximately 1 week before the student’s start date, eLearning will be available for completion. Please note that the above steps to set a password needs to be completed before the student can login and eLearning can be completed. 
1. Here is an example of the communication that the student will receive from eRecord about the eLearning and access.
We are very excited you will be joining us for your clinical rotation! We are also pleased to offer eRecord training and access to you as a student or faculty member.
Your eRecord training will be completed on-line prior to your clinical experience. Access to the live environment will not be activated until all training is completed, and not before the semester officially begins. Please follow the steps listed below:
· You will receive an email from the University of Rochester providing you your URID and a link to New User Initialization.
· During the online New User Initialization you will receive your login/username, register for Duo two-factor authentication and set your password. Be sure to securely store your login/username. You can view the New User Initialization tutorial at https://tech.rochester.edu/services/account-initialization-new-user/. 
· Follow eRecord link to access your training
To access your eLearning, please click on the link below. Complete all online training modules. Training will be available approximately 1 week before your clinical start date. 
               https://urmc.sumtotal.host
· Once you have logged into the link above, please open the Learner Instructions here: Learner Instructions 
· Please make sure that you complete your training one week prior to your clinical start date. Activation of your eRecord account takes place 48-72 hours after completion of training.

Important Note:
* Access to eRecord/patient information will only be available from on-site computers. However, you can access your training from an off-site computer. If you need assistance with accessing your training off-site, please call the Help Desk.

1. If there are any questions about this process, please have the student contact the help desk at 275-3200 or refer to this website for a tutorial on how to initialize their account. https://tech.rochester.edu/services/account-initialization-new-user/ 
1. If you've already initialized your account through a previous rotation, this page https://myidentity.rochester.edu will display your existing account information and you will not have to re-initialize your account.


